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DVDs (CSS)
Blu-ray Discs 

(AACS)

Encryption 
Method

Specialized 40-bit  
stream cipher

Data security industry 
standard AES 128-bit  
symmetric system

Player  
Revocation

All players in a model 
range are revoked

Individual players can 
be revoked

Disc Copy 
Prevention

Hidden disc lead-in area 
prevents bit-for-bit disc 
copy

Encrypted volume ID 
prevents bit-for-bit disc 
copy

Output Signal 
Scrambling

Macrovision applied at 
analog outputs

HDCP applied at digital 
outputs

Macrovision applied at 
analog outputs

Managed  
Disc Copying 

No provisions

Authorized copies are 
possible by connecting 
to AACSLA server and 
obtaining permission 
(details to be finalized)

Analog Sunset No provisions

Players manufactured 
after 2010 may not 
have high definition 
analog outputs

Players manufactured 
after 2013 may not 
have any analog 
outputs

Table 2. Differences between CSS and AACS encryption

HDCP 1.x HDCP 2.0

Encryption 
Method

Specialized 56-bit  
symmetric system used 
for both authentication 
and video encryption

Authentication:
Data security industry 
standard RSA 1024 and 
3072-bit asymmetric 
system

Video encryption:
Data security industry 
standard AES 128-bit 
symmetric system

Applicable 
Interfaces

DVI, HDMI, DisplayPort
Any two-way digital 
interface

Maximum  
Downstream  
Receivers for 
Each Transmitter

< 128 < 32

Maximum  
Repeater  
Levels for Each  
Transmitter

< 7 < 4

Backward  
Compatibility

Yes, no electronic  
components required

Yes, using specialized 
electronic HDCP-1.x-
to-2.0 and HDCP-2.0-
to-1.x converters

Wireless  
Support

Not specified
Explicitly specified with 
new locality check 
requirement

Table 1. Major changes in HDCP 2.0
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The HDCP standard was greatly revised in October 2008 with the release of HDCP 2.0. 

Subsequently, in May 2009, HDMI 1.4 was released, but did not call for compatibility 

with HDCP 2.0. At this point, the timing for products to adopt the HDCP 2.0 standard 

is uncertain.

Until the introduction of HDCP 2.0, the basic protocol of HDCP had not changed 

substantially. The only major differences between HDCP versions 1.0 through 1.3 is in 

the types of physical A/V connections. HDCP version 1.0 applied to the DVI interface. 

Version 1.1 incorporated HDMI, and support for DisplayPort was added for version 

1.3. With the release of version 2.0, HDCP became interface-independent, and can 

be applied to any two-way digital transmission between sources and displays, wired or 

wireless, compressed or uncompressed. See Table 1.

HDCP 2.0 calls for many other important changes. For wireless connections,  

HDCP 2.0 adds a locality check to the authentication protocol, to ensure that only devices 

nearby will be able to receive protected content. Furthermore, HDCP 2.0 replaces the 

specialized 56-bit HDCP 1.x encryption scheme with two standard algorithms from the 

data security industry: for authentication, an RSA system with 1024 and 3072-bit keys; 

and for content encryption, a 128-bit AES - Advanced Encryption System. In addition, 

the maximum number of connected devices is reduced to 32, and the maximum level 

of repeaters is reduced to four. As a result of all these changes, HDCP 2.0 is not directly 

backward compatible with HDCP 1.x. The new specification provides for converters 

between HDCP 1.x and HDCP 2.0 devices to support mixed A/V systems with devices 

that comply with both versions. An existing A/V system incorporating HDCP 1.3 will 

require converters if newly acquired HDCP 2.0 devices are to be incorporated into the 

system. 

AACS is the DRM standard adopted for Blu-ray Disc. AACS is designed to protect Blu-

ray Disc content similar to the way that the CSS - Content Scramble System protects 

commercial DVDs, but with additional features. Both AACS and CSS encrypt the video 

data on-disc, so that only authorized players can read the content. See Table 2. Both 

AACS and CSS prevent unauthorized copying of commercial Blu-ray Disc and DVD, and 

both systems have mechanisms for revoking compromised players. AACS offers greater 

protection than CSS in the following areas:

	 •	� AACS employs AES 128-bit encryption, while CSS implements 40-bit encryption

	 •	� AACS allows for the revocation of individual Blu-ray Disc players, whereas CSS 

can only revoke entire models of DVD players

	 •	� AACS encrypts the digital outputs of Blu-ray Disc players with HDCP
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Extron Electronics, headquartered in Anaheim, CA, is a leading manufacturer of professional A/V system integration products. Extron products are used to integrate video and audio 
into presentation systems in a wide variety of locations, including classrooms and auditoriums in schools and colleges, corporate board rooms, houses of worship, command-and-
control centers, sports stadiums, airports, broadcast studios, restaurants, malls, and museums.

For additional information, please call an Extron Customer Support Representative at: 800.633.9876 (inside USA and Canada only) or 714.491.1500 for Extron USA; 
+800.3987.6673 (inside Europe only) or +31.33.453.4040 for Extron Europe; +800.7339.8766 or +65.6383.4400 for Extron Asia; +81.3.3511.7655 for Extron Japan.

www.extron.com 
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